TAI LIEU KIEM THU WORKFLOW DANG
NHAP

idv4 + apiv4 | Login, 2FA, xac thuc email, backup code, logout

Muc dich Tai liéu héa ludng dang nhap thuc té dé doi test d6i chiu chirc nang, AP, session, 2FA va cac case 16i.
Ngu6n ndi dung Workflow dang nhap thurc té theo code trong idv4 va API apiv4 do BA/dev cung cap.

Ngay tao 26/05/2026

Pham vi GET/POST /login, API /v1/login, Google Authenticator 2FA, xac thuc email device, backup code, logout.

Ghi chu cho d6i test: Nén dung tai liéu nay nhu checklist déi chi€éu hanh vi thuc té trén Ul API response, session/cache
va database. Cac dudng dan/file/line trong tai liéu la m&c tham chi€u dé dev kiém tra lai khi phat sinh bug.
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1. Tong quan luéng dang nhap

Ludng dang nhap c6 4 nhanh chinh: login thudng, login can Google Authenticator, login can xac thuc email
device, va login bang backup code. idv4 chiu trach nhiém Ul/session; apiv4 chiu trach nhiém validate, tim

account, kiém tra password/IP, phat hanh JWT va x(r ly challenge 2FA.

idv4 UI User vao GET /login, nhap user/pass va submit POST /login.

2 UsersController Validate login_id/password, chéng login lai khi da
authenticated, reset pending 2FA néu cé reset_2fa=1.

3 ApiClient POST /login t&i API_BASE_URL = https://api-id.vinaten.vn/v1/
véi login_id, password, ip, browser.

4 apiv4 Validate, tim account, verify password, check whitelist IP, xac
dinh c6 can 2FA/email hay khong.

5 idv4 Dua vao security_status/fa_status dé redirect sang verify2Fa,
confirm2FaToMail hodc luu session login.

1.1 So’ d6 luong rat gon

GET /login
-> render templates/Users/login.php
POST /login
-> UsersController::login()
-> getValidatedCredentials()
-> ApiClient POST https://api-id.vinaten.vn/v1l/login
-> apiv4 V1/AuthController::login()
-> AuthService: :authenticate()
-> validate input
-> find account/contact
-> verify password
-> check whitelist IP
-> issue access token OR 2fa challenge token
-> idv4 resolveTwoFactorChallenge()
-> no 2FA: persistAuthenticatedSession() -> /
-> Google Authenticator: /users/verify2-fa
-> Email device code: Users::confirm2FaToMail()
-> Backup code: /confirm-backup

2. Route, view va controller idv4
2.1 GET /login

Form guri dung field user, pass; client chi check
réng trudc submit.

Sai validate thi hién thj Flash error va khéng
goi APL

Request JSON, khdng kem JWT vi auth=false.
Response code=10000 + token néu thanh
cong; 16i nghiép vu dung code
1002/1001/1003/1004.

Session ApiAuth/Auth dugc tao ding; redirect
veé redirect hgp |& hoac dashboard.

* Route idv4 map GET /login t&i UsersController::login() trong config/routes.php line 58.

« UsersController cho phép action login khong can auth & UsersController.php line 32.

* GET request chi render templates/Users/login.php.

* Form id la formLoginTenten, action POST /login, input g Ién gém user va pass.

* JS trong view chi ki€ém tra réng & client trudc khi submit; validate chinh van can & controller/API.

$this->Form->create(null, [
'url' => ['controller' => 'Users', 'action' => 'login'l],
'id' => 'formLoginTenten',

D
2.2 POST /login
* Ludng chinh nam tai UsersController.php line 38.

+ Controller disable layout login khi POST.

* Néu user da authenticated thi redirect vé target an toan bang getSafeRedirectTarget().

* Néu URL ¢4 ?reset_2fa=1 thi xda session 2FA dang pending.
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» getValidatedCredentials() trim user, 18y pass, kiém tra réng va gidi han dé dai.

$loginId = trim((string)$this->request->getData('user'));
$password = (string)$this->request->getData('pass');

Pifu kién idv4:

- login id khong dugc rfing
- password khong duoc r[ng
- login_id <= 128 ky tu

- password <= 256 ky tu

Diém test quan trong: man login khéng nén chi dua vao JS. Can verify server-side validate van hoat déng khi tat JS hodc
goi tryuc tiép POST /login bang Postman/cURL.

2.3 Goi API login
+ Controller goi authenticateAgainstApi(login_id, password).
+ ApiClient post endpoint /login v&i login_id, password, ip, browser.

+ API_BASE_URL dang la https://api-id.vinaten.vn/v1/, nén endpoint thurc té la POST
https://api-id.vinaten.vn/v1/login.

* Header mac dinh gém Accept: application/json va User-Agent: TentenIdClient/1.0.

* Login truyén auth=false nén request khéng kém JWT.

$this->ApiClient->post('/login', [
'login_id' => $loginId,
'password' => $password,
'ip' => (string) ($this->getClientIp() ?? ''),
'browser' => $ SERVER['HTTP USER AGENT'] ?: 'unknown',
1, [1, false);

3. API apiv4 xtr ly login

3.1 Route va controller API
* Route POST /v1/login map t&i V1/AuthController::login() trong apiv4/config/routes.php line 51.
« AuthController::login() 1y data request, tao AuthService va goi authenticate(data).

« Data API nhan gom login_id, password, ip, browser.
{
"login id": "user nhap",
"password": "mat kh{u",
"ip": "IP client",
"browser": "User-Agent browser"
}
3.2 Validate va tim account
* AuthService::authenticate() & AuthService.php line 155 dung AuthValidator.
* login_id bat budc; néu la email thi validate email; néu 1a username thi dai 3-32 ky tu va chi gém chir/s6/_.
« password bat budc va toi da 50 ky tu & APL.
« Chi cho account_type trong [1, 4].
* Néu login_id khong phai email thi tim Accounts.login_id; néu la email thi tim qua Contacts.email.
* Diéu kién chinh: Accounts.status=1, Contacts.contact_type=0, Accounts.account_type IN (1,4).

Luu y [éch validate: idv4 cho password t6i da 256 ky tu, nhung API gidi han password t6i da 50 ky tu. Doi test nén cé
case riéng dé xac nhan théng bao 16i/handling khi password ttr 51-256 ky tu.

3.3 Verify password
* Néu type_password=bcrypt thi dung password_verify().

* Néu password cli dang md5 thi so sdnh md5(plain); néu ddng thi nang cap sang password_hash() va set
type_password=bcrypt.

Tai liéu kiém thir workflow dang nhap idv4/apiv4 Trang 4



* Sai password trd code=1002, message Invalid username or password.

{
"code": 1002,
"message": "Invalid username or password",
"data": [1,
"errors": {
"error": {"error": "Invalid username or password"}
}
}

3.4 Check whitelist IP
* Sau password, API goi checkIpInList(data['ip'], user).

* Néu account c6 list_ip va IP hién tai khéng nam trong list thi trd |16i: Your IP address is not allowed to access this
account.

+ idv4 map 16i ndy sang ti€ng Viét: Bia chi IP cGia ban khéng dugc phép truy cap tai khodn nay.

4. Token, session va xac dinh 2FA

4.1 Xac dinh c6 can 2FA/email device
« API kiém tra checkRememberDevice(browser, user).
* Néu security_status=1: khdng dung remember email device, bat Google Authenticator.

* Néu security_status=0: kiém tra bang AccountRemember theo login_id + http_user_agent + expiration_date >
now.

* Néu chua c6 remember device hgp 1€ thi can xac thuc email.

* Sau d6 API tao JWT access hoac JWT purpose=2fa_challenge.
4.2 Khdng can 2FA

* JWT cé purpose=access, exp=+8 gi0.
* API ghi cache key dang {user_id}_login_{hash(token)}.

* idv4 nhan token access, x6a pending 2FA c{, renew session va ghi ApiAuth/Auth.

Session sau login thanh céng:

- ApiAuth.jwt = JWT access tur API

- ApiAuth.user = thong tin user dung cho frontend

- Auth identity c[Ja Cake Authentication plugin
Redirect v[] redirect query n[u hop 1é, n{u khong thi v /

4.3 Can 2FA/email
* JWT c6 purpose=2fa_challenge, exp=+300 gidy, jti=random.

* API ghi cache key dang {user_id}_2fa_{hash(token)} trong cache two_factor.

* Néu la xac thurc email device, API tao ma 6 s, luu accounts.fa_code, accounts.fa_code_expiration=+10 phut va
publish queue gt mail.

* idv4 chi coi login/verify thanh céng khi code=10000 va data.token khéng réng.

Response success c[Jn 2FA/email:
{
"code": 10000,
"message": "Success",
"data": {
"token": "JWT purpose=2fa challenge",
"security status": 0 hoac 1,
"login_id": "
"type": 1,
"fa status": 1,
"security count": 0,
"credit": 0
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4.4 resolveTwoFactorChallenge() & idv4

f ($userData['security status'] === 1) {
return 'verify2Fa';

}

if ($userData['fa_status'] === 1) {
return 'confirm2FaToMail';

}

return null;

5. Cac nhanh chirc nang can test

Login thudng security_status != 1 va fa_status =1  POST /login -> API /v1/login Luu ApiAuth.jwt, ApiAuth.user, Auth;
redirect vé redirect hop 1é hoac /.

Google Authenticator security_status = 1 /users/verify2-fa -> POST Nhap TOTP 6 sé dung thi trd access
N1 /verify-2fa token mdi; sai thi code=1002.

Email device code security_status=0 va fa_status=1 Users::confirm2FaToMail -> POST Ma email 6 s6 dung thi access token
/v1/confirm-2fa-to-email mdi; remember=on luu

AccountRemember 60 ngay.

Backup code User & man Google Authenticator POST /v1/verify-backup-code Backup code 8 ky tu dung thi tao access
va chon /confirm-backup token, xéa code d& dung khoi DB.
Logout User da login /logout idv4 xdéa Authentication, ApiAuth, Auth,

Pending2Fa va cache pending_2fa néu
c6; redirect /login.

5.1 Google Authenticator 2FA
* idv4 goi storePendingTwoFactorSession(), khdng luu token tam tryc ti€p trong session.

« storePendingTwoFactorSession() tao pendingKey random, ghi cache pending_2fa gém token, user, redirect,
expires_at=time()+300.

* Session chi luvu Pending2Fa=pendingKey.
* View templates/Users/2fa.php cé form nhap code_confirm la m& Google Authenticator 6 so.
« Controller goi API verify-2fa v&i Authorization: Bearer JWT purpose=2fa_challenge.

« Middleware API yéu cau purpose=2fa_challenge, path hgp |é va cache two_factor con ton tai.

POST /vl/verify-2fa
Authorization: Bearer JWT purpose=2fa challenge

Payload:
"code2Fa": "ma Google Authenticator 6 s[",
"remember": "on hoac r{ng",
"browser": "User-Agent"

}

5.2 Xac thuc email device

» Dung khi security_status=0 nhung fa_status=1.

* View templates/Users/confirm_2fa_to_mail.php nhap code_confirm va remember.

* API tim account theo accountld tur JWT, fa_code, security_status=0, status=1, del_flg=0.

+ Néu remember=on thi ghi/cap nhat AccountRemember theo login_id, http_user_agent, ip, expiration_date=+60
ngay.
* Sau khi xac thuc dung, accounts.fa_code dugc set null.

POST /v1/confirm-2fa-to-email
Authorization: Bearer JWT purpose=2fa challenge

Payload:

{
"code2Fa": "ma email",
"remember": "on hoac r{ng",
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"browser": "User-Agent"

}
5.3 Backup code
* TU man Google Authenticator ¢6 link /confirm-backup.
* View nhap code_confirm la backup code 8 ky tur chi/s6.
* API validate alphanumeric 8 ky tu, tim AccountAuthBackupCodes theo login_id va status=1.
+ Néu backup_code_type=hash thi password_verify(), néu khong thi hash_equals().

+ Code dung thi tao access token mdi, x6a cache challenge token, ghi cache login token va xéa backup code da
duing khéi danh sach.

POST /v1l/verify-backup-code
Authorization: Bearer JWT purpose=2fa challenge

Payload:
{
"code2Fa": "backup code",
"browser": "User-Agent"
}
5.4 Logout

* Route /logout goi UsersController::logout().
« idv4 goi Authentication->logout(), clearAuthSession(), clearPendingTwoFactorSession() roi redirect /login.
+ Session bi xéa gom ApiAuth, Auth, Pending2Fa va cache pending_2fa néu cé.

* Luu y: idv4 logout hién khéng thdy goi API /v1/logout, nén cache _login_ phia API c6 thé con tdi khi hét
TTL/cache, trir khi noi khac goi logout API.

6. API endpoint va response code

POST /v1/login Khéng JWT login_id, password, ip, browser Tra access token hoac
2fa_challenge token. Chi success
khi code=10000 va data.token c6
gia tri.

POST /v1/verify-2fa Bearer 2fa_challenge code2Fa, remember, browser Verify TOTP 6 s6. Bung thi tra
access token mdi; xda challenge
cache.

POST /v1/confirm-2fa-to-email Bearer 2fa_challenge code2Fa, remember, browser Verify ma email 6 s6.
remember=on thi luu thiét bi 60
ngay.

POST /v1/verify-backup-code Bearer 2fa_challenge code2Fa, browser Verify backup code 8 ky tu. Bung
thi xéa backup code da dung.

6.1 Response code chinh

10000 Success Can c6 data.token. Néu thiéu token, idv4 phai coi la fail.

1001 Invalid data Sai format input/validate APL

1002 L6i nghiép vu Sai username/password, sai ma 2FA, 16i IP khéng dugc phép, v.v.
1003 System error L6i hé théng/API exception.

1004 Permission error Sai quyén/token/challenge path hoac token hét han.
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7. Checklist test dé xuat

Checklist duéi day dung dé déi test tick theo tirng nhém. C6 thé copy ID test case vao bug report dé dev trace lai
ludng tuong Ung.

LGN-001

LGN-002

LGN-003

LGN-004

LGN-005

LGN-006

LGN-007

LGN-008

LGN-009

LGN-010

SEC-001

SEC-002

SEC-003

2FA-001

2FA-002

2FA-003

2FA-004

2FA-005

2FA-006

MAIL-001

MAIL-002

MAIL-003

MAIL-004

MAIL-005

BKP-001

BKP-002

BKP-003

UI Login GET /login

Client validate B& tréng user/pass

Server validate Tat JS hodc dung Postman POST

/login réng
Server validate login_id > 128 ky tu

Validate 1éch FE/API password 51-256 ky tu

API login Login dung, account khéng can 2FA

API login Sai password

API login Account status != 1 hodc
account_type ngoai [1,4]

Email login Nhéap login_id la email cGa contact

hop 1€

Username login Nhép login_id |a username hop 1é

IP whitelist Account c6 list_ip, IP hién tai khéng
nam trong list

IP whitelist Account c6 list_ip, IP hién tai nam
trong list

JWT API code=10000 nhung data.token
réng

Google Auth security_status=1

Google Auth Nhap TOTP dung 6 s6

Google Auth Nhap TOTP sai

Google Auth Token challenge hét han sau 300
giay

Middleware Dung challenge token goi endpoint
ngoai whitelist

Middleware Dung access token goi /v1/verify-2fa

Email 2FA security_status=0, fa_status=1

Email 2FA Nhap ma email ding con han

Email 2FA Nhap méa email sai/hét han

Remember device Tick nhé& thiét bi

Remember device

T man Google Auth bam
/confirm-backup

Backup code

Backup code Nhéap backup code 8 ky tu ding

Backup code Nhap code sai format/khéng ton

tai/da dung
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Lan login sau cung browser con han

Trang login render ding, form action POST /login, field
user/pass ton tai.

JS hién thj 16i réng; khéng submit khi chua du dir liéu.

Controller chan, Flash error, khéng goi API.

idv4 tra 16i dir liéu dang nhap khéng hop 18, khéng goi APL

idv4 c6 thé pass nhung API reject. Can théng béo 16i hgp ly,
khéng 16i trang.

API trd code=10000 + access token; idv4 tao ApiAuth/Auth
va redirect / hodc redirect query hop 1&.

API trd code=1002; UI hién thj Sai ID/mat khau hodc
message da map.

Khéng login dugc, khéng tao session.
API tim qua Contacts.email v&i contact_type=0; login ding
néu account hop I&é.

API tim Accounts.login_id va login diing néu account hop
1&.

API trd 16 IP; idv4 hién thi 'Dia chi IP cGa ban khéng dugc
phép truy cap tai khoan nay.'.

Qua budc IP va tiép tuc login/2FA binh thuong.
idv4 phai coi la fail, khdng tao session.
idv4 redirect /users/verify2-fa, session chi luu Pending2Fa,

token ndm trong cache pending_2fa.

API /v1/verify-2fa tra access token mdi; idv4 clear pending
va tao session login.

API code=1002, UI bdo m& khéng dung, khdng tao session.

API reject auth/challenge, UI x{r Iy quay lai login hoac bao
hét han hop ly.

API reject permission/auth.

API reject vi purpose khong phai 2fa_challenge.

Redirect confirm2FaToMail, gtri/publish ma email 6 s6,
token purpose=2fa_challenge.

Tra access token, clear challenge, set
accounts.fa_code=null.

Khéng login, Ul bao 16i phu hgp.

Ghi/cap nhat AccountRemember véi expiration_date +60
ngay.

Khong yéu cau ma email lai néu remember device hop |é.

Hién thi man nhap backup code.

Tra access token, x6a code da dung khdéi DB/danh sach.

Khéng login, béo 16i phu hop.

[l

[l
[1

[

—
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SES-001 Session Login thudng thanh cdng

SES-002 Session C6 pending 2FA réi vao
/login?reset_2fa=1

SES-003 Redirect C6 redirect query hop 1&

SES-004 Redirect redirect query khéng an
toan/external

OUT-001 Logout User goi /logout

0OUT-002 Logout/API cache Logout xong dung token API cii

8. Goi y log bug khi test

Khi log bug, nén ghi rd nhanh login, account test, security_status/fa_status/list_ip, endpoint dugc goi, response
code/message, token purpose néu co, session/cache ky vong va thuc té.

DEV/STG/PROD, URL idv4, API_BASE_URL dang dung.

M@éi trudng
Account test

Budc thuc hién
Request/Response
Session/cache

Expected vs Actual

ApiAuth.jwt, ApiAuth.user, Auth ton tai; session renew da
chay.

Pending2Fa/cache pending bi x6a.

Sau login redirect dung target an toan.

Khong redirect ra domain ngoai; fallback vé /.

Xoéa ApiAuth, Auth, Pending2Fa/cache pending va redirect
/login.

Can xac nhan cache _login_ phia API con hiéu luc dén TTL
hay c6 co ché logout API khac.

login_id/email, account_type, status, security_status, fa_status, c6 list_ip hay khéng.

GET /login, POST /login, man 2FA/email/backup, logout, v.v.

Endpoint, payload da che password/token, response code/message/data.token cé hay khong.

ApiAuth/Auth/Pending2Fa, cache pending_2fa/two_factor/login token néu c6 quyén kiém tra.

Expected theo tai liéu nay; Actual ghi anh/video/log cu thé.

Cac diém can chu y khi test bdo mat: Khong dua password that, JWT that, ma 2FA that hodc théng tin nhay cdm vao bug
report/video public. Khi can g log cho dev, hdy mask token/password/ma 2FA.
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